General security challenges and measures

User authentication
Challenges
A major challenge associated with online banking is the need to ascertain the identity of users before allowing them to access their accounts and conduct financial transactions. Unlike conducting financial transactions at a bank branch at which the bank staff can ask a customer to provide an identity card or passport for the purpose of user authentication, it is impossible to do so online.
Security measure: Adoption of two-factor authentication
Two-factor authentication requires a customer to prove his or her identity through the use of two independent factors. Given that passwords are commonly used as the basic factor of authentication, banks are required to adopt a second factor, which cannot be easily stolen by fraudsters, for customer authentication before allowing customers to conduct high-risk online financial transactions. Examples of secondfactor authentication include digital certificates, one-time passwords generated by a security token or through Short Message Service (SMS) through the mobile network. High-risk online financial transactions include unregistered third-party fund transfers and payments, and change requests concerning customers' sensitive information. Nonetheless, such transactions should not be allowed to be conducted through mobile banking as the same device may be used for receiving SMS-based one-time password, which will inevitably defeat the purpose of twofactor authentication.
Unauthorized access of payment card details
Challenge
Due to the growth of e-commerce, some payment gateway service providers have offered payment solutions to facilitate online payments at shopping websites. The most commonly used payment instrument for this purpose is a credit card. Some transactions require only general credit card information to effect a payment, such as the credit card number, the cardholder's name, and the expiry date of the credit card, all of which are printed on a physical card. The main threat arising is the possibility of unauthorized access and use of credit card information by a fraudster.
